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Government o L.
© Ministry of Water Resources,
River Developmcnl & Ganga RG_] uvena[lon
(e Govelmncc Cell) -+ o s ke o

" Shram Shakti Bhawan, Rafi Marg,
~ Nei Delhi, dated the < #March, 2015.

Office Memorandum -

Subject:- Gazette notification of “E-ail policy of Gol” & ‘policy on use of IT
resources of GoI” for mulatcd by DeitY —reg.

The L1nd6151gned is duectec to forward herewith OM No. 2(22)/7013 EG-II dated
K ,'27 02.2015 1ecexvcd from. Depa1 tment of Electronics & - IT (DeitY) on the subject'..
C --mentloned above encl osmg two Gazette nollﬁcahons of the aboVe memloned pollcles for”

your mfm mation, perusal and strict compliance. ' ' ‘

2. Although, each and every point- of the enclosed notifications may kindly be
perused, however, certain pomts which are to be smctly followed have been identified
and come llclema_ftel -

2.1. Points relating to email policy of Gol.-

2.1.1. Only the email services provided by NIC, the Implementing Agency (IA)
of the Gol shall be used for official communication by all Organizations
. except those exempted under clause no. 14 of the policy. '
- 2.1.2. The policy .is'applicablev to all employees of Gol-and employees of those
State/ UT Government that use the email services of Gol and also those State/
UT Government that chose to adopt this pollcy in future. '

2.1.3. Considering the security concerns-with regard to sensitive deploymem hke
email apart from the service provided by IA thele would not be any other
email service under GoI

~ 2.1.4. For users working in sensitive offices ‘and f01 Gol officials on long
deputation/ stationed abroad, it is recommended to use VPN/-OTP for
accessing email services for secure authentication as deemed appr opx iate by
the competent authority. :

2.1.5. Use of Digital Signature and encryption shall be mandatory for sending
emails deemed as classified and sensitive, in accordance with the relevant
policies of Ministry of Home Affairs. '

2.1.6. Sharing of password is prohibited. -
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2.2. Points relating to use of IT resources of Goi

2.2.1. For the purpose of this pollcy, the term “IT xcsounccs includes desktop
devices, portable and mobjle devices, networks including ‘wireless networks,
internet connectivity, external storage devices and peripheral like printers,
scanners and the software associated therewith. i

2.2.2. Misuse of these resources can result in unwanted risk and liabilities of the
Government. It is, thc-:’refoi‘e, expected that these resources are used primarily
for Government related purpose and in a lawful and ethical Way.

2.2.3. Users shall not undertake any activity through any website of application to
bypass filtering of the network or perform any other unlawful acts which may
harm the network’s security. '

2.2.4. Users shall refrain from using. private emall servers from Government
network.

2.2.5. Email services authorized by the Government and implemented by IA shal]
only be used for all official communication. For personal correspondence,
users may use the name-based -email IDs assigned to them on Government

~ authorized email service.

2.2.6: Users shall.comply with all the applicable provisions undel the IT Act
. 2000 .while posting any data . pertaining to the Government. on social
‘networking sites.

2.2.7. All users mgamzatxons shall 1mplement applopuate cormols to ensure
comphance with the policy by their users. Nodal Officer of the omamzatlon
shall ensure resolution of all incidents 1elated to the secur 1ty '1spects of the
policy by then users. A shall provide requ131te support. '

Encl;- As above.

(Ashok Kumm yhx[j
Undel Secretary to the Government of India
Ph:- 011-23714350

email- egov-mowr@nic.in

To

1. All Heads of Organizations under the Ministry.
2. All Wing Heads of the Ministry .
\/ “Technical Du ecfm, NIC-MoWR, RD & GR wnh a 1equest to kindly
o upload this on Intra-MoWR s well.
4. All DS/ Duectm 'mcl equivalent Officers of the Ministry.

!
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N o : Ofﬁcc Memorandum

AN

Sub: Gazette notifmahon of “E-Mail PG icy o'f Gol” & “Poiiéy on Use of IT Rcsleurces of Gol”
formulated by Deit¥ -

v .

The undersigned is directed to convey the notification of the following policies by the
Department -; - :

1. E-mail Policy of Government of India : It lays down guidelines with respect to use
of e-mail services of Government of India (GoI).The objective of this policy is to
ensure secure access (o and usage of Gol e-mail services by its users, Users have
the responsibility to use this resource in an effcxent effective, lawful and ethical
manner. ' '

2. Peiicy on Use of IT Resources of Government of India : It lays down guidelines
.with respect to.use of all IT resources of GoI.The objective of this poliey is to ensure
proper -use of Gol IT resources by its users. Users have the responsibility to use
these resources’in.an efficient, effective, ethical and lawful manner.

The Gazetie notifications of the aforésaid policies is enclosed for information and
necessary action. This.issues with the approval of the competent authority. -

NI

Archana Dureja

Scientist ‘F’/Director

E-Gov Division

.. Tel no. 24362528

E- mail :archana@mit.gov.in

}.P\/E)ncl. As above
To: ‘_

1. - The Secretar y, Department of Agriculture’ and Coopel ation
2. 'The Secretary, Department of Agricultural Research and Education
3. The Secretary, Department of Apimal Husbandry, Dairying and Fisheries
4. The Secretary, Department of Atomic Energy
5. The Secretary, Department of Chemicals and Petro Chemicals
6. The Secretary, Department of Fertilizers .
7
8

.- The Secretary, Depart_mentAo[’Pharmaceutica-ls
. The Secretary, Department of Commerce
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The Secretary,
The Secretary,
The Secretary,
The Secreétary,
he Secretary,
The Secretary,
The Secretary,

.The Secretary,

The Secretary,
The Secretary,
The Secretary,
The Secretary,
The Secretary,
The Secretary,

‘82/The Secretary,

The Secretary,

Ministry of Overseas Indian Affairs
Ministry of Parliamentary A ffairs

Ministry of Panchayati Raj

Ministry of Petroleum & Natural Gas )
Ministry of Power

Ministry of Road Transport & Highways
Ministry of Rural Development

Ministry of Shipping

Ministry of Statistics & Prog. Implementatlon
Ministry of Steel .
Ministry of Textiles

Ministry of Tourism

Ministry of Tribal Affairs

Ministry of Urban Development

Ministry of Water Resources

Ministry of Women and, Chlld development

The CEO, Niti Aayog

he Chauman

Thé Principal Sectetary to Pri une Ministér™ -

Rdﬂw"xy BO'll»l

The Secretary to the President
The Secretary t0 the Vice President
The Cabinet Secretary
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MINISTRY. OF COMMUNICATION AND INFORMATION TECHNOLOGY

. (Department of Electronics and Information Technology)
NOTIFICATION '
“New Dethi, the 18th February, 2015

o Subject: E-mail pohcy of Government of India .

F. No. 2(22)/2013-EG-I1.—1. Introduction

11

1.2

Z. Scbpe

21

22
v

. The Government uses e-mail as a major mode of communication. Communications include

Government of India (Gol) data that travel as part of f mail transactions between users M jocated
both w1thm the country and outsxde

This pohcy of Government of India lays down the ‘guidelines with 1espeot to use of e-mail
. services. The Implementmg Agency (1A) ¥ for the Gol e-mail service shall be National

Informatics Centre (NIC), under the Department of Electronics and Information. Technology
(DeitY), Ministry of Communications and Information Technolog% The organisations exempted
under Clause 14 will themselves bccome the Implementmg Agency 1a) for the purpose of this
policy.

Only the e-mail services pfov_ided_ by NIC, the hﬁplcmentihg:Ageﬁcy of the Government of India
shall be used for official communications by all organizations except those exempted under

clause no 14 of this policy. The e-mail services provided by other service providers shall not be

used for any official commumcatlon

[ This policy is apphcable to all employees’ of Gol and cmployees of those State/UT Govcmments

that use the e-mail services of Gol and also those State/UT Governments that choose to adopt
this policy in future. The directives contained in this policy must be followed by all of them with
no_exceptions. All users of e-mail services can find further information in the supporting policies
available on http://www. dcxty gov. 1n/content/pohcnesguzdehnes under the caption “E-mail
Policy™. . ‘
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2.3 E-mail can be used as part of the electronic file processing in Government of India. Further

information~ in this ‘regard is  available = at: hitp://darpg.eov.in/darpgwebsite_cms/
Document/file/CSMeOP 1st Edition.pdf. '

Objective

3.1 The objective of llns policy is to ensure secure access and usage of Government of India e-mail

services by its users. Users have the 1e5pon31b1hty to use this resource in an efficient, effective,

- lawful, and ethical manner. Use of the Government of India e‘mail service amounts to the user's
agreement to be governed by this policy. :

32 All services under e-mail are offered free of cost to all officials under Mlmstrles / Dcpartments /

 Statutory Bodies / Autonomous bodies (henceforth referred to as “Organization P in the policy)

of both Central and State/UT Governments. More information is available under “NIC e-mail

Services and Usage Policy” at http://www.deity.gov. m/oontent/po11c1espu1del1ne5/ under the
caption “E-mail Policy”.

3.3 Any other policies, guidelines or instructions on e- mall previously issued shall be 5uperseded by
this polloy

The u’)uvwmg roles are S}chucu in cauu Ul gaumauuu usinig the Gol e-mail ssrvice. ‘the official
identified for the task shall be xesponslble for the management of the entire user base configured under
that respective domain. : :

4.1 Competent Authority["” as identified 'by: each organization
4.2 Desiﬁnated nodal ofﬁeedﬂ as identiﬁed By each organization.

4.3 Gol e-mail service Implementing Agency (1A), ie. Nauonal Informatics. Cenue or the exempt
organisation as per Clause 14 of this pohoy : :

Basic requirements of Gol e-mail Service

5.18ecurity
e _ :
. a) Considering the security concerns with regard to a sensitive deployment like e-mail, apart
~— from the service provided by the IA, there would not be any other e-mail service under
" Gol.

by Allor ganlzatlons excep’t those exempted under clause 14 of this policy, should migrate
. 7L their e-miai]”services to the centralized depioyment of the IA for security reasons and

“*uniform” pohcy enforcément. For the purpose of continuity, the e-mail address of the

or ganization migrating their service to the IA deployment shall be retained as part of the
’ migration process. Wherever it is technieally feasible, data migration shall also be done.

Secure access to the GOI email sew1ee

1)/~ ‘It is . 1ecommended for users workmg in, sensltwe offices to use VPN 7]/OTP[8 for
‘ secure authentlcatxon as deemed approprlate by the eompetent "mthorlty

UdR) Tt s xecommended that Gol officials on long deputatlon/statloned ab;oad and
- handling sensitive information should use (VPN)/ (OTP) for accessing GoI e-mail

i1 )3

serwces as deemed appioprlate by the competem authority.

L i) Ttis recommended that Embassxes and missions abroad should use Static IP addresseS'

for accessing. thc serv1ces of .the JA as- deemed “appropriate by the competent
authouty :

.iv) More" mformatlon is av«ulable under “Gmdelmes for E-mail Managoment and

- Effective E-mail Usage” at http://www. deity.gov. 1n/content/pohelesguxdehnes under
the caption “E mail Pohey :
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d) From the perspective of security, the following shall be adhered to by all users of Gol e-
- mail service:

i) Relevant Policies framed by Ministry of Home Affairs, relating to classification,
handling and security of information shall be followed.

i) . Use of Digital Signature Certificate (DSC) 6] apd encryption shall, be mandatory for
o~ sending e-mails deemed as classified and sensitive, in accordance with the relevant
policies of Ministry of Home Affairs. Updation of current mobile numbers under the
personal profile of users is mandatory for security reasons. The number would be
used only for alerts and information regarding security sent by the IA. Updation of
personal e-mail id (preferably from a service provider within India), in addition to the
mobile number, shall dlso be mandatory in order to reach the user through an
alternate means for sending alerts. : v

iii) Users shall'not download e-mails from their official e-mail account, configured on the
Gol mail server, by configuring POP ) or IMAP "% on any other e-mail service
provider. This implies that-users should not provide their Gol e-mail account details
(id and password) to their accounts on private e-mail service providers,

iv) Any e-mail addressed to a user, whoee account has been deactivated jdeleted, shail
not he redirected to another e-mail address. Such e-mails may contain contents that
belong te the Government and hence no e-mails shall be redirected.

v) The concerned nodal officer of the organization shall ensure that the latest operating
. system, anti-virus ‘and_application patches are available on all the devices, in
“coordination with the User.! e e e R T R e SR e o

vi) Incasea compromise of an e-mail id is detected by the IA, an SMS alert shall be sent
" to the user on the registered mobile qumber. In case an “attempt” to compromise the
password of an account is detected, an e-mail alert shall be sent. Roth the e-mail and
the SMS shall contain details of the action to be taken by the user. In case a user does
1ot take the required action even after five such alerts (indicating a compromise), the
1A reserves the right to reset the password of that particular e-mail id under intimation

to the nodal officer of that respective organization. :

~vil) Incase of a situation when a compromise of a user id impacts a Jarge user base or the
: : data security of the deployment, the IA shall reset the password of that user id. This
i : action shall be taken on an immediate basis, and the information shall be provided to

the user and the nodal officer subsequently. SMS shall be one of the prime channels
to contact a user; hence all users should ensure that their mobile numbers are updated.

viii) Forwarding of e-mail from the e-mail id provided by Gol to the Government

official’s personal id outside the Gol e-mail service is not allowed due to security
. , reasons. Official e-mail id provided by the IA can be used to communicate with any
? y other user, whether private or public. However, the user must exercise due discretion

on the contents that are being sent as part of the e-mail.

ix) Auto-save of password in the Government e-mail service shall not be permitted due
to security reasons.

x) More details regarding security measures are available in “NIC Security Policy” at

http://ww.deity.oov.ip_/contentj oliciesguidelines under the caption “E-mail Policy”.

xi) The guidelines for effective e-mail usage have been described in “Guidelines for E-
mail Account Management and Effective E-mail Usage” available at
httn://www.deity.gov.in/content/policiesguideiines under the caption “Email Policy”.

5.2 E—mailb Account Management

a)  Based on the request of the respective organizations, IA will create two ids, one based on
the designation and the other based on the name. Designation based id’s are recommended
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5.4

pivagy

for officers dealing with the public. Use of alphanumeric characters as part of the e-mail id
is recommended for sensitive users as deemed appropriate by the competent authority.

b)  Government officers.who resign or superannuate after rendering at least 20 years- of
service shall be allowed to retain the name based e-mail address i.e. userid@gov.in for
~one year post resignation or superannuation. Subsequently, a new e-mail address with the
same user id but with a different domain address (for instance, userid@pension.gov.in),
would be provided by the IA for their entire life. ' -

More details pertaining to e-mail account management are provided in “Guidelines for E--

_mail  Account . Management. and  Effective " E-mail Usage”™  available . at
http://www.deity.gov.in/content/policiesguidelines under the caption “Email Policy”. The
document covers creation of E-mail addresses, procéss of account creation, process of
handover of designation-based ids, status of account after resignation and superannuation,
data retention & backup and deactivation of accounts.

Delegated Admin Console

Organizations can avail the “Delegated Admin Console" service from IA. Using the console the
authorized person of an organization can create/delete/change the password of user ids under that
d wh

o
[33)

voanmantiva AAammain no on
‘UQVUV\‘AV\J NEL/ALACALLL LA AL

that do not opt for the admin console need to forward their requests with complete details to the
IA’s support cell {support@gov.in). ' '

. . . . .
n vamurad withavut rantmae tho rannact thranah TA MNervonir
O TOQUINSH Wit ut svuuiig wiiv aviusos LT OUEL adae s prensans

E-mail Domain & Virtual Hosting

a)  Gol provides virtual domain hosting for e-mail. If an organization so desires, the IA can
‘ offer a domain of e-mail addresses as required by them. This implies that if an

organization requires an address resembling the website that they are operating, TA can
. provide the same. S S .
b) By defauit, the ad_dress‘“userid@gov.in” shall be assigned to the users. The user id shall be
‘ created . as - per the - addressing. policy available at
http://www.deity.gov.in/content/policiesguidelines/ under “E~mail Policy”,

¢)" Organizations desirous "of an e-mail address” belonging to other domains (e.g.

xxxx@deity.gov.in, yyyy@tourism.gov.in) need to forward their requests to the IA
‘Use of Secure Passwords ' ’ v v

All users accessing the e-mail services must use strong passwords for security of their e-mail
accounts. More details about the password policy- are available in “Password Policy” at
v_.h_t’m:.l/vwww.dejtv.Lzov.in_/content/noliciesguidtﬁ:linesAunder.tbqoaptjpn ij_-mail Policy”. ..

Users should ensure that e-mails.are kept eonfidential. IA sha!l iuis ail possible precautions on

" maintaining privacy. Users = II0 ensure that *“urmation regarding their password or any other

“.ersonal information is not shared with anyone:”

8 Reéﬁdﬁs}ibiliﬁes of User Organiiﬁtiogisﬂ . o C L
6.1 Policj Compliance " ' ‘ ) ,. ) e : ‘ | .
a)  All user organizations shall jmplemént appropriate controls to ensure compliance with the
e-mail policy by their users. IA shall give the requisite support in this regard.
b)  The user organizations shall ensure that ofﬁcwi e-mail ééCthts of all its users are created -
only on the e-mail server of the A ER o
¢)  Nodal o'fﬁcne‘r bflthe user organization vslylall;ervx_s_ure resolution of all incidents related to the
security aspects of the e-mail policy. IA shall give the requisite support in this regard. -
d) Competent'Authority of tﬁe. user Qrganizatib_n' shall ensure that training and .awareness‘
programs on e-mail security are organized at regular intervals. Implementing Agency shall
‘ ‘provide the required support. . Ce L S ‘ -
§33 6T 15y




14 THE GAZETTE OF INDIA : EXTRAORDINARY [PART I—SEC. 1]
6.2 Policy Dissemination
a)  Competent Authority of the concerned organization should ensure dissemination of the
‘ e-mail policy. '
b)  Competent Authority should use Newsletters, banners, bulletin boards ete, to facilitate
increased awareness on the e-mail policy. s ’ ‘
¢)  Orientation programs for new recruits shall include a session on the e-mail policy.

7. Responsibilities of Users

7.1 Appropriate Use of E-mail Service

a) -

E-mail is provided as a professional resource to assist users in fulfilling their official
duties. Designation based ids should be used for official communication and name based
ids can bé-used for both official and personal communication.

' b) Examples of inappropriate use of the e-mail service

EEEETAY e OF & fravnluin o
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i) . Crea harassing, obscene of

iij Unauthorized exchange of proprietary wformation or any other privileged,
confidential or sensitive information.

iii) Unauthorized access of the services. This. includes. the distribution of e-mails
anonymously, use of other officers' user ids or using a false identity. '

iv) Creation and “exchange of advertisements, solicitations, chain letters and other
unofficial, unsolicited e-mail. ' '

v) Creation and exchange of information in violation of any laws, including cbp'yfight
laws. ' R

vi) Wilful transmission of aq'y‘e—m"ail cbntairi_ing a computer virus.
vii) Misrepresentation of the identity of the sender of an e-mail. -

viii) Use or attempt to use the accounts of others without their permission.

.

21 1 . : icity,
ils e dorogatory to religion, caste, ethnicity,

sending personal e-mails to a broadcast list, exchange of e-mails confaining anti-
national messages, sending e-mails with obscene material, etc. .

«  Usa of diztsibution lists for the purpose of sending e-mails that ars personal in nafure,
such as personal funcuiviz, ew. C ‘ o

‘Any case of inappropriate use of e-mail‘accounts shall be considered a violaiicn of the policy . ‘
‘and may result in deactivation (11 of the account, Further, such instances wnay aisc invite

scrutiny by the investigating agencies depending on the nature of violation.

7;2 User’s Role

a)

b)

The User is re\sponsible for any data/e-mail that is transmitted using the Gol e-mail system.
All e-mails/data sent through the mail server are the sole responsibility of the user owning
the account. . ' :

Shariﬁg c.>fV1‘)a.sswo.rds is prohibited.

"The user’s responsibility shall extend to the following:

i) _U's'e’rs shall be responsible for the activities carried out on their client systems, using
the accounts assigned to them.
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i) The ‘reply all’ and the use of “distribution lists’ should be used with caution to reduce
the risk of sending e-mails to wrong people.

iii) -Back up of important files shall be taken by the user at regular intervals. The IA shall
not restore the data lost due to user’s actions.

8. Service Level Agreement

s

The IA shall provide the e-mail services based on the Service Level Agreement (SLA) available at
http://www.deity.gov.in/content/policiesguidelines under the caption “E-mail Policy".

9,  Scrutiny of e-mails/Release offlogé

L 9.1 Notwithstanding anything in thé clauses above, the disclosure of logs/e-mails to law enforcement
' agencies and other organizations by the IA would be done only as per the IT Act 2000 and other-
applicable laws. ‘

92  The IA shall neither accept nor act on the request from any other organization, save as provided
in this clause, for scrutiny of e-mails or release of logs. '

azr T
PETC A

10. Security Incident Management Process

10.1 A security incident is defined as any advcrsaevcﬁt that can impact the availability, integrity,
confidentiality and authority of Government data, Security incidents can be due to factors like
malware, phishing 2 loss of a device, compromise of an e-mail id etc.

10.2 It shall be within the right of the IA to deactivate or remove any feature of the e-mail service if it
is deemed as a threat and car lead to'a compromise of the service.

10.3  Any security incident, noticed or identified by a user must immediately be brought to the notice
of the Indian Computer Emergency Response Team (ICERT) and the 1A. '

11. Intellectual Property’

" 11,1 Material acceési_ble'through the IA’s e-mail service and resoiiices may be subject to protection
' undet -privacy, publicity, or other personal rights and intellectual property rights, including but
not limited to, copyrights and laws protecting patents, trademarks, trade secrets or other

proprietary information. Users shall not use the Government servicé and resources in any manner
* that would infringe, dilute, misappropriate, or otherwise violate any such rights.

fReatvana iy

: 12 Enforcement - Sl LT . ‘ B
. 121 This “B-mail policy” is applicable to all Government employgéé as specified in clause 2.2.
122 Each organization shall be responsible for ensuring compliance with the provisions of this policy.
__The Implementing Agency 'wggld_" provide necessary technical assistance to the organizations in

- this regard.

3
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13.1  Incase of threat to ﬂxe_ secﬁrity'éf the Government service, the e-mail id being used to impact the
service may be suspended or deactivated immediately by the IA: - '

132 Subsequent to deactivation, the concerned user and the competent authority of that respective
- " organization shall be informed. '

14. Exemption
14.1 'Ortgénizatiovxisl,'biﬁclﬁding those déalihg ‘with national security, that currently have their own -

-+ independent mail servers can continue to operate the same, provided the e-mail servers are

hosted in India. These organizations however need to ensure that the principles of the e-mail

e GTNS-C
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policy are followed. HOWGVGI in the interest of uniform policy enforcement and security, it is
recommended that these organizations should consider migrating to the core service of the IA.

Indian Missions and Posts abroad may, however, maintain alternative e-mail scrvmes hosted
outside India to ensure availability of local communication channels under exigent circumstances
~such as disruption of internet services that can’ cause non-availability of Government e-mail

services.

Organizations operating Intranet

(51 mail servers with air-gap are exempted from this policy.

15. Audit ofE mail Servmes

The securlty audit of NIC emall services and other orgamzatlons maintaining their own mail server Shall
be conducted per 1odxca lly by an organization approved by Deity. .

16. Revie

W

Future changes in this Pohcy, as deemed necessary, s shall bc made by DcnY with approval of the

Minister of Commumcdtlon & IT after due 1nter~mmlstena] consultations.

GLOSSARY

S.No

TERM

- DEFINITION

Usérs

Refers to Govemment/State/UT employees who are accessing the Government

e-mail services.

Implementing

agency (1A)

For the purpose of this policy, the implementing agency is “National
Informatics Centre” under the Department of Electronics and Information
Technology, Ministry of Communications and Information Technology,
Government of India :

Organization -

For the purpose of this pohcy, orgamsatlon refers to all mmlstues/departments/
offices/statutory bodies/autonomous bodies, both at the Central and State level.
Government organizations ofrermg commercial services are not included.

‘Competent

Authority

Ofﬁcer responsible for takmg and approvmg all decisions relating to this policy
in his Orgamzatlon : v

Noda_l Officer

Officer responSIble for all matters relating to this policy who will coordinate on

‘behalf of the Orgamzatxon

DSC

A digital signature is a mathematical scheme for demonstratmg the authenticity
of a digital message or document. A valid digital signature gives the recipient

| reason to believe that the e-mail was created by a known sender, such that the

sender cannot deny having sent the e-mail (authentication and non- repudiation)
and that the e-mail was not altered in transit (integrity). e

A virtual private network extends a private network across a public network,
such as the Internet. It enables a computer to send and receive data across
shared or public networks as if it were directly connected to the private network,
while benefitting from the functionality, secunty and management policies of

the private network

OTFP

A one-time passwmd (OTP) is a password that is vahd for only one login
session or transaction. OTPs avoid a number of shor tcommgs that are assocxated

w1th traditional (static) passwords

“lpop

P S

. POP is short for Post Office Protocol, a.vrotocol used to retrieve e-mail from a

mail server.
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IMAP

IMAP is short for “The Internet Message Access Protocol”, a protocol used to
retrieve e-mail from a remote mail server. Unlike POP, in IMAP, Messages are
displayed on your local computer but are kept and stored on the mail server.
IMAP allows you to sync your folders with.the e-mail server which is not
possible using POP..

11

Deactivation

Deactivation of an account means that the account can no longer be accessed.
All e-mails sent to a deacuvated account shall bouncc to the sender

Phishing

Phxshmg is a fraudulent attempt usually made through e-mail, to steal a user’s
personal information. Phishing e-mails almost always tell a user to click a link
that takes the user to a site from where the personal-information is requested.
Legitimate organisations would never request this information via e-mail. Users
should.never click on a link. A user should always type a URL in the browser
even if the link appears genuine, o =

13

Intranet

An intranet is a private network that is contained within an organization. For the
purpose of this policy, computers connected to an intranet are not allowed to
connect to mtcrnet :

Printed by the Manager, Government of India Press, Ring Road, Mayapun New Delhi-110064

: and Published’ by the Controller of Publications, Delhx—l 10054
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MINISTRY or COMMUMCATION AND INFORMATION ﬁE(,HNO OGY
(Bepartment of Electronics and Information Technology)
o NOTIFICATION .
g o New Delhi, the 18th February, 2015 :
Subject: i’ohcy on use of IT Resources of Government of India L
F. No. 2(22)/2013-EG-II (Vol. If-B).—1. Introduction .
1.1 Government provides IT resources to. its employees. to enhance their efficiency and
' productivity. 'lhese resources are meant as {ools to access anu p[‘Obeb Iluormcttlon rciau:d to
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5.3 T ASRESY to Government Wireless MNetwo

their areas of work. These resources help Government officials to remain well informed and
carry out their functions in an efficient and effective manner.” |~ ‘

1.2 For the purpose of this policy, the term ‘IT Resources’ includes deskfop devices, portable and
: mobile devices, networks including wireless networks, Internet connectivity, external storage

devices and peripherals like printers and scanners and the software associated therewith.

1.3 Misuse of these resources can result in unwanted risk and liabilities for the Government. 1t is,
therefore, expected that these resources are used primarily for Government related purposesl

- and in a lawful and ethical way. -~ .0 oo TS T SR

Scope S Y S o L

This policy governs the usage of IT Resources from an end user’s [']pérspective. This policy is applicable toall

employees of Gol and employees of those State/UT Governments that use the IT Resources of Gol and also

those State/UT Governments that choose to adopt this policy in future. .

Objective - Lo ST e e

The objective of this policy is to-ensure proper access to and.usage of Governmeni’s IT resources and prevent

their misuse by the users, Use of resources provided by Government of India (Gol) implies the user's agreement

nt Authority &) as identified by each organization

4.1
42" Designated Nodal Officer (%) a5 identified by each organization. .
43  Implementing Agency G): The overall responsibility for Information Security will be that of
‘the  respective organization. -In the interest of security of the network services, it is
recommiended that the organizations should use the Gol network: services provided by NIC,
in which case NIC would be the Implementing Agency for security’ of network services on
behalf of the. concerned organization, In organizations not using NIC network services, the
respective organization will be the Implementing Agency. = ' ‘ S
4.4  The Nodal Agency ) for managing all IT Resources except nefwork services shall be the
respective organization. ‘
Access to the Network
5.1 Access to Internet and Intranet o ' :
a) A user shall register the client system and obtain one time approval from the competent
authority before connecting the client system to the Government network.
b) It is strongly récommerided that sensitive ‘officés shall maintain two-independent networks,
‘Lo Toternet @ and ‘Tntranet ©. Both the networks shall not have any physical
connection/devices between them, Users in such deployments shall have two access devices,
i.e. desktops. One shall be connected to the internet and the other to the intranet. End point
- compliance 01 shall be implemened 6n both the networks to:prevent unauthorised access to

©) Users shall not undertake any activity through any website or applications to bypass filtering
of the network or perform any other unlawful acts- which may harm the' network’s
. performance or security::= ~=r 7 -

e
For connecting to a Government wirele‘sslm network, user shall ensure the following:—
“©a)" A user shall register the access device and obtain - one'tiffie approval from the competent
o authority before connecting the access device to the Government wireless network.

“rb) Wireless client” systems and  wircless devices shall not” be -allowed to connect ‘to the

, - Government wireless access points without due authentication.- - - E

¢) To ensure information security, it is. recommended that users should not connect their devices
: ...~ tounsecured wireless networks. : - S

5.3 - . Filtering and blocking of sites: - ... .

e 'IT Act 2000 and other appligable laws or which may pose a security threat to the network.
. b) 1A may also block content which, in the opinion of the organization concerned, is inappropriate or
.0 . .- .may adversely affect the productivity of the users. - o
Mounitoring and Privacy:

6.1 1A shall have the right to audit n_etworké and systems at regular intervals, from the point of

~ compliance to this policy.

Government IT

'a). IA may block content over the Internet which is in cor;traventioﬁ;of the relevant provisions of the
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8.4 Usershall

6.2 IA/Nodal Agency, for security related reasons or for compliance with applicable laws, may
access, review, copy or delete any kind of electronic communication or files stored on -
Government provided devices under intimation to the user. This includes items such as files,
e-mails, and Internet history etc. ’ i ‘ ) :

6.3 IA may monitor user’s online activities on Government network, subject to such Standard
Operating Procedures as the organization may lay down in this regard.

E-mail Access from the Goverament Network

7.1 Users shall refrain from using private e-mail servers from “Government network.

7.2 E-mail service authorized by the Government and implemented by the IA shall only be used
for all official correspondence. For personal correspondence, users may use the name-based
e-mail id assigned to them on the Government authorized e-mail Service., .

7.3 More details in this regard are provided in the “E-mail Policy of Government of India”.

Access to Secial Media Sites from Government Network '

8.1 Use of social networking sites by Government organizations is governed by “Framework and
Guidelines for use of Social Media ! for Government Organizations” available at
http://deity.gov.in. .

8.2 User shall comply with all the applicable provisions under the IT Act, 2000, while posting

any data pertaining to the Government on social networking sites. '

3 User shali adhere to the “Terms of Use” of the relevant sacial media rlatform/website ag

welil as copyright, privacy, defamation, contempt of court, discrimination, harassment and

ieahis fnwe
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report any suspicious incident as soon as possible to the competent authority.
8.5 User shall always use high security settings on social networking sites.

RN
oiner an

8.6 User shall not post any material that is offensive, threatening, obscene, infringes copyright,
defematory, hateful, harassing, bullving, discriminatory, racist, sexist, or is ctherwise
unlawful.” S

8.7 User shall not disclose or use any confidential information obtained in their capacity as an -

" employee/contractor ' of the organization.

8.8+ . User shall not make any comment or post any material that might otherwise cause damage to
the organization’s reputation. ‘ ‘ Ny . o

Use of IT Devices Issued by Government of India B ) o o

IT devices issued by the Government to a user shall be primarily used for Government related purposes and in a

lawful and ethical way and shall be governed by the practices defined in the document “Guidelines for Use of

. IT Devices on Government Network” available at http:i/wWw.deity.gov.in/contcnt/policiesguidelines/ under

the caption “Policy on Use.of IT. Resources”. The aforesaid document covers best practices related to use of

. desktop devices, portable devices, external storage media and peripherals devices such as printers and scanners.

Responsibility of User Organizations - -
10.1.  Policy Compliance , :
, a) All user organizations shall implement appropriate controls to ensure compliance with this
policy by their users. Implementing Agency shall provide necessary support in this regard.
b). A periodic reporting mechanism to ensure the compliance of this policy shall be established
- by the competent authority of the organization. ‘ '
¢) Nodal Officer of the user organization shall ensure resolution of all incidents related to the
security aspects of this policy by their users. Implementing Agency shall provide the requisite
support in this regard. —_— . )
d) Competent Authority of the user organization shall ensure  that training and awareness
programs on use of IT resources are organized at regular intervals. Implementing Agency
shall provide the required support in this regard. - _ ,
e) User organization shall not install 'any'hetwork/secufity device on the netwark without
consultation with the IA. . o y
16.2.  Policy Dissemination : S , ,
a) Competent Authority of the user organization should ensure proper dissemination of this
policy. ' : :
b)" Competent Authority may use newsletters, banners, bulletin boards etc. to facilitate
increased awareness about this policy amongst their users.
¢) Orientation programs for new recruits shall include a session on this policy.
Security Incident Management Process - )
111 A security incident is defined as any adverse event that can impact the availability; integrity,
confidentiality and authority of Government data.
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12.

14,

oy
h

16.

17

112 IA reserves the right to deactivate/remove any device from the network if it is deemed as a
threat and can lead to a compromx,e of a syslem under intimation to the compeicnt authonty
of that organization.

11,3 Any security incident "} nohced ‘must 1mmudmtely be blought to the notlce of Uc Indian

Computer Emergency Response Team (ICERI ) and th(, 1AL
Ber lmny/Re!ease of logs

12.1  Notwithstanding qnythmg in the abovc clause the dnsclosme of logo relating to or contained
in any IT Resource, to Law Enforcement agencies and other orgamzatlons by the IA Shd“ be‘
done as per the IT Act, 2000 and other 1ppllcablc laws o

122 IA shall neither accept nor act on the request from any ( olher oroanuatlon save as provxded in
this clause, for scrutiny or release oflogs : : '

Intelectual Property : L o

Material accessible through the [A s netwo1‘< and resources may be subject to protection under

p[rvacy, publicity, or other personal rights and intellectual property rights, including but not limited

‘to, copyrights and laws plotectmg patents, tr ademarks trade secrets or other pxopnemxy information.
Users shall not.use the Government network and 1euources m ‘an / mannm that would ummoe dx‘utw,

misappropriate, or othierwise violate any. such rights.

Enforcement

14,1 This nolicy ig Qpp'.ca‘..lp to all emﬁlo rees of Centrel and State Governments as spocificd in
'clausu 2 of thls document. It is ma ndatory or all users to adhere to the provisions of this
pum,y ' ’

14.2  Each organization shall be responsible for ensuring comphamce thh the pxovxsxons of this
policy. The Implementing Agency would prov;de necessary techmcal agsistance to the
orvarnzatzom in this regard :

. bC‘ICIWdUO'ﬂ

15.1. In case of any threat to sccunty of the Government systems or’ netWOxk from the resources
being used by a user, the resources being used may be deactivated immediately by the 1A,

15.2. Subsequent to 'such deactivation, the concerned user and the competent authority of that
organization shall be informed. :

Audit of MIC Network Infrastructure :

The secuxty audit of NIC network infrastructure she ll be conducted periodically by an organization

approved by Dexty

Review

Future changes in this Pohoy, as doemed necessaiy, shall b\, made by DeitY with approval of the

Minister of Communication & IT after due inter-ministerial consultations. :

oL ) RS SI{AR_MA ccy
"GLOSSARY .-

vvRefers to Government/State/UT employees/contractual employeesﬂ

Users
) ) ) 'who dre acccssmv the Govemmem serv1ccs

Organization o A M1m try/Dcpdxtm\,nl/Stalutory Body//\monomous body undex

vaw«[n] and State r‘n\rernunanfe

ST Tl

Competent Authority , ) Ofﬁcel xesponmble for ta,mw and appxovmo all decisions xchlmo
' ‘ to this policy in his Orgamzatlon

Modal Officer -, S : Oftlcm responslble for all matters reiatmg to this policy who will
SR B coordinate on behalf of the Orgamzahon

Implementing Agency (I14) A Body which Wi” be msponsrbie for ensmmg compliance with
' e this policy with reference to network services including power to
take p&mutxonm Y and pcnal acuons as specmed in this policy.

Modal Agency . - . : Respective organization responsxble fm ensuring compliance with
: ' this policy with respect to use of It resources except nctwork
services. - ‘

2
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Internet

Internet \is a network of the interlinked computer networking
worldwide, which is accessible to the general public. These
interconnected computers work by transmitting data through a
special type 6f packet switching which is known as the [P or the
internet protocol.

Intranet

An intranet is a private network that is contained within an

organization. For the purpose of this policy, computers connected
to an intranet are not allowed to connect to internet.

.End point compliance

End point compliance is an approach to network protection that
requires each computing device on a network to comply with
certain standards before network access is granted. Endpoints can
include desktops, laptops, smart phones, tablets etc .

Wireless

Any type of computer network that uses wireless data connections
for connecting network nodes. For the purpose of this policy, al!
the Gol wireless networks will be deployed in a secure manner.

11

Social Media

COTiEIpOIanicuus manner.

Applies to social networking sites, blogs, electronic newsletters,
online forums, social networking sites, ‘and other services that
permit  users to  share information with others in  a

1

. [
ves who workg ur

An &1 : t Gol. A comnlract
employee is hired for a Specific job or assignment. A contract
employee does not become a regular addition to the Gol staff and

is not considered a permanent emplovee of Gol.

ymot
(o

noatdand
[

et

Any adverse event which occurs on any part of the government |
data and results in security threat/breach of the data.
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