No.14/1/2007-Admn
Government of India
Ministry of Water Resources

dokds

Shram Shakii Bhawan, Rafi Marg

New Delhi, dated 6" December, 2013

Supject: Introduction of ontine filing o
year 2013-14

AR by IAS Officers from the assessment

@

The undersigned is directed to enclese herewith a copy of D.O. letter No. 4/2/153-
EO(PR) dated 31.10.2013 received from DOPT on the SU;_}.}@C? mentioned above, for

information and necessary action please.

Encl . As above

(L.P. Sharma)

Under Secretary o the Govt. of India
Tei. No. aa/ﬁGSBS

Email: usadmn-mowr@nic.in

To,
PPS to Secretary (WR)/ P& t¢ Additional Secretary (WR)

1
2. PS to Joint Secretary (Admn)
3 PS to Minister (WR)

Copy to -

NIC, MoWR for devising the DCS of the IAS officers
2. Guard File
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| would like o inform you about Government's decision to introduce onfine

filing of PAR by [AS officers from the assessment vear “'L'E—N- '\JIC ‘qu" is in the

orocess of developing a software to roll out new syster i,
2014,
2 A note indicating the main features of the proposed software is annexed for

ready reference. In order to male the e-filing of PAR operational, each Member of
the Service(MoS) is required to have a Digital Signature Certificate(DSC) to
authenticate the document. There is a fee of Rs.555/- for getting the DSC issued.

owever

, the fee s not to be paid by rlw officer. In the normal course, the D5T iy
vatid Fof' a particular post and once an aificer is transferred, he has to seek a fresh
DSC. In oider to obviate that so thar DS, with biennial renewals, would be valid for
the entire service period of an [AS officer, cartain generic vaiues nave 'o be given in
the different columns of thé application torm. To ensure that these generic values
are puf in the relevant columns, a sample form with filled up columns, is attached.

2. Since the operationalisation of this programme would eventually depend on

the availability of DSC with all the officers well before 15 April, 2014, . shall be
grateful if the officer(s) concerned in your Department are asked to get the DSC
forms filled up without delay. Thereafter, the duly verified forms are to be
forwarded to the NIC Cell attached to respective Department. The NIC would
provide all necessary assistance to the Departments in this regard.

With regards,

Yours sincerely,




The Pritne Minister's Office, New
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The above softwars wvould be linked to the xecutive Records avaiiable an

DoPT’s website mdic ating the name of the officer, the State where attached,
21,

-;1”*:2an [8]9; eTing

Sy

Thus, the form wowd pe pre-populated with existing infm"met 1 oalready
available in the ER Sheet and only details like reporting, reviewing and

accepting authorities, based on the work flow for each offic cer would have =n

be tilled up by GAD Department in the Stal e/|S(Admn.) at the Centre hefore
sending it to each afficer antine,

After receipt of the PAR form, the officer reported upon would fill up the self-

VRS
iippldlSal and othel L‘ulurm'ls and send it online to reperting authority after
digital signature.

The software would also have an in-built svstem of generating auto-alerts
which would zo to the concerned officer ‘r\flt whom the PARs would be
pending for more than twenty days or so.

Each officer would have to digitally sign the report before forwarding it to
appropriate authority.

-

In case of representation, the Secretary(GAD)/ [S(Admn.) would submir it on

q

line to the accepting zuthor't through Leportjm and reviewing authorities.
- o 3 o

In case the officer ~=vorted upon chooses to represent against the firzl
assessment, he may represent on-line to Referral Board: through
secretary{GAD)/ [S(Admn.).

Decision of the Referral Board shall be communicated online to the officer
concerned by the Secretary(GAD) of the state/ JS{Admn.) at the Centre,

The officer concerned can submit a memorial on-line to the President th rough
Secretary(GAD)/ |S(2 *dmn.) on the PAR, as provided under Rule 25 of AIS
(Discipline and Appezi) Rules, 1969,

After the PAR is compiete, one copy of each PAR is to be forwarded to the O /a
Establishment Officer for record, similarly. a copy of all the PARs, received bv
the O/o E.O. from the Nodal Authorities nominated in various Central

Ministries/Deparrments, will be forwarded online to the respective cadres of '

the [AS mﬂws s for their record.

The system would have the Facili ity of uploading summary of medical report,
certificates of training, academic course S, appreciation letLLls etc.
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aneratinonal, each Member of the

i A ol Fl (I T ,.'.:.' 3
fhe e-filing of 2

cequired to have o Zigimil ignature Certificate!

i e izsued

= hag

Fents/ Ministoies, For annty an

preseribed formienclosed) which zzn be downloaded from the webaite

3
. sibseriber which are unigue e
in anv ane of the above mentioned ©
Cwould have o oe and subscr
once
i SNG, 8 of the recuest form 1S

nail 1D provided by NIiC to himu

to identification details

r]l
93]

s request form relaces

as to indicate his emplovee 1D ag given in the Go

(il 5.Mo. 11 of the request form relates to «
this, the officer has ro indicate the following:-
Organisation : All India Service
Organisation Unit [AS

State , : Name of The allotted State
New Delki- 110001,

For convenience, a sample form with filled up columns, wherever generic is

attached,
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NIC Ca r\ ing ;\L.ihu.i/ Bas
'\Ja‘iicr.u! formatics Canrs
Ministry of © -3 mumma and information 7
uvb/mmln? of india
: DIGITAL sic GNATURE _CERTiFI_CA'{}: ¥ FORN
i e e ey
‘ l !
! |
L. This aDDluzanqn forrm s 10 be filled by ihe ; applicani, { !
2 Please M the form in a1, OCH LETTERS, 3 !
3 Please T Tick (+f) ihe anpronriale option. I f
a0 All- _zsmbfm: A advised (o raad Ceriificate Prg aclice Slaternen o CA, ’ ’
3. ‘nncmplelcllm‘mnal slent applicationg are liable tof pe rejectad, I H
3, alldity perior s should not exceed the dalg of sUperannuation o the apnlicant. 1 H
7. Aglerisk (¢ ) Mdricael antias should nol e lefl biank ag ihess arg refizciad in the Oigital Signatyrs Certifisare, LW.MWW_MW ——
t
1. Catrg

Rgory of ,-“\pplhtiiml

Oajer ...

Sovernmen dudiciary ; Py g Stattdory Sodies / Ragisiersd Campanies
i
2 Class of Cenificate| Requiran (5ee pl 19 a1 Bays 41 . Class i/ Ciass 1)/ Class HI
3. Certificate Raquiref| (Usage) (see nt. 11 3¢ page 4) ndividual lglgmnq)l =neryplion / Ss( Server
4o Dertificaia Vﬁlidlli' thax. 2 Yaars) Two vaars/ § Specify validity i less than 2 years) TwWeo ‘.’EARS_MMw
5. Dala of sUperannuatinn ('dcl/mm/wyy) _____ - e
iﬁ“‘bl’it}iﬁr}’ =
4. Mame® . - N
2 (Last Mame}
7. Designaiion B ‘
B Email ipe IGficial erfwiip prelemrad) BT S
9 Minist '/Ct—pulunw‘ i — . — S —
a) Qffica Adclr&ss; w-:viln’fkl:fj‘ﬁ\’:?izfief'\‘hlLcT‘GD'I"Qu?PH-‘( e
i . T
———— —\q\ﬁ_.._\
Telaphone (Official)__o81802501 55Y_hﬁ_h_f iNabile o
il
b) Residenﬂal Adigld —\\\\m——\\a
E _m‘__\\..*.\__ ______ e ———
10 identifica aljon Detdil: (Tiek any one} 5 : 3462 .
J— S e —————
[ Employes 1) /Pu SSRCT MO, 7 PAN Card’ No I‘/oi@r D
Card Mo, lDrMngi Itense Mo, / pe Mo, ,'Panl\,\c,uaunt — e, - —
Details Ration o aryl Mo, . : ) s .
- 9 L] SHAA
1. Cartliieaie Subje Metally . Orgunization* l’#ﬁl@”ﬁhN‘Z@H!\A“ﬂ:{Qa'@ﬁm R Dndia ng i’
(These wiil be usag in Cariiﬁcara subject.) Grgantzution pi —— BSEFICEpROyE CURVIgien 1IRS
) i : . . \_-n W | o e
i Clty» +eaos ;\h‘au D { n RIEEE
: Staip* —__DELH . e . SN
. Cosatry» TND L
12, 85L Certificats Da ails s Wob Sérver _APACHE WER T\‘IER\/ER__ e
{In case the appln iior s jor device then details of Barvices ’ ZOPE/PLO}
ServerDevice forl triich this certificate is being applied P Address
g T—— ———— —
for must ba fillad ) UHEMDomain Mame
Physical Localion e e RN
‘ (For Micoa Office usa only) |
H b
Smart Carcl/us g Tolcdp Sr. :‘Jm ........................... Remiasi Ho
;'\\'J'tharlsed Slgnatun’! ey, : v RACode : ........
Mama: ...

Rernarks: ., .




on v the S

dechars N3 antle

G :'[Ei'v(: [t (1 hé
3 sting dhe 13 “C,
i roailnic.ing %nownwue Uu- Eloly s—r)
al declaration form in £ase of Enervniion Oo
5. zCcaptance of the S50,
3. xull‘ 1 ihe ceriificate in the NIC-CA repository after J\,wr)lunce
7. (}L’ is com promised, | shall communicate to NI"‘f‘ﬂ ‘r/'%bom 3y dela
417 *ﬂulaur\n 5 of 'mnrm ition Tec‘moloc 1.
ailable under Repository>CRS 2
3, >onditicns of izsued |
2.
tion of my rmployment, | shail inform MICC my oresent amplover fo
{B‘.’DF:&(\GH Df my Digiizl 3 Slgnature wrt[rlrate
10, 1 cer ;f\r ‘ho ‘Ic)w'nq (Tick whichever is applicabie)

,.;
<
D

& nol applied for a U SC with NIC-CA zarfier,
| Ben issued a 0SC by NICCA with User it 0
ValidiHevokec diSuspen ded/l «pired.,

1

S __winich is

sciber {as ; JOU) and t ¢
. 4( a l2ter stage any informaiion | s found to De incorract or thare is non-'
mndltlo_n of usa OH he DSC. MIC-CA will uat be xB%D(Jﬁ‘SIhI(—’ 01 *he consequencas/

ke any action mce’.l(rlmq sarceilation of the
i
I

srrT

=z T =X

i sarification and Declaration by Head of Offics of Applicant

P This is {0 certify sj at vir./Ms has Druwc‘mi correct information in tha
Application form for issue of ugr Signature Ceriificate for : ubscriber to the best of my knowledge and belief.
have "OT.uLd mL Credential of the applicant as per the records and the guidslinas gucn al page 5. 1 hPl a&ny
authorize *nmmcli on behalf of my oxoanrmon to apply for nbtain ing DSC from MICTA for the purpose a
specified at poin 13 of page-1.

|

2. 1tis noted that t @ organization shall irferm NICCA for revocation of DSC on the cessalion/suparannuatior o
hig/her -';zmployorh’-er

i
|
Date o, { ........ : (Signature of Officer with stamp of Org./Offica)
Place ... i': ............... Mame of Officar with Designaiiqn:
i
I & m\v'u:i,ed by 810/ MIC Coordihator
o ; 2 & Class-3 Cetificats)
5
f P (Signaturs of 310 /NIC ¢ ~oordinator)
' - ’ Marne: .. ... S et e
P Date: .

Office Seal;

his tormis to ba forward ed (o ihe respeciive RA Office of MIC -4
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Page-3
Additionat Declaration by the Subscriber for Encrypiion Certificate
i hereby declare and understand that

1. 1am sclely responsible for the us

"‘f’ c*nr\r\c"
spong

(%]

Ut

[e3)

i

~I

The i n'ﬁnr[mauwn fumished above |

s of Bubscriber {

coz‘.‘dicmn of lise of the ‘Encwpuon Certificate, NIC-CA
anz will ps fras

Date © .
Place :

L,am[walesl.okens/ Technology. | shall not hold HICT
bis for any dels .CE}“‘Lcn nage, ans

g usage of ihe saime.

I am aware that Key Escrow/iKey Archiving of £ncryption keys is not done by NMICCA and | shall not hoia

NIGCA
otherwis

I shall bis responsible {or co
/s of the ln(h'm lega

Acts/law
alectroni

MICCA shall not be heid res

and darn
malfung
COMpPOT

{ &m aware that the § ncr\/')tion Certificate, izsued by MICCA |
the penod mentioned in the cenificate. |

am eonversant with PKI techinology, and understand the underlying 1
usage of Encryption Certificate.

s
-
L,‘u*..

‘esponsible or approach MICCA for reczvery of my private Encryption K&y, in case of its loss or
.

wpliance to the ralevant :ecuons of the IT Act/indian Telegraphic Act and othe
systern, pertaining o l_nrn'ptlor‘/DePr\rpnon of any message or document or
ic data, and | zhall be dable for associated penal aclions, for any brea

ches thergof.
responsible and no legal proceedings shall be taken against NICCA for any ioss

n
|

nage that may ocour dus to any reason whatsoever including technology upgradation

tioning or partial functioning of the software, USB token, Smart Card or any other systs
ent,

s valid only for the suggested usage and for
tundertake not to use the Certificate for any othar pumpo

g risks and obligations \rvulvcd in
ihe following: (Tick whichever is applicable)

have not applied for an Encryption Certificate with MIC-CA earlier.

have been issued an Encryption Cettificate by MICCA with User 1D

_ ‘ which is
Jalid/Revoled/Suspended/Expired.

is true to {hs best of my ‘rfnowledge and bslief. i wi\l r*omrl\/ wnﬁ '\he iel‘mc
in section 4042 of the (T Act 2000) and those of th
at a later stage an lnsormcmon s mum o be incorrect or thera is non-«

3ﬂ|[]“r:ﬂl,- of .dn: lerms am‘l
-2 will not be responsible for the consecpiences/ liahilities
e fo take any action including cancellation of the Encryption Certificate.

£
‘~
k4

Ceclaration by Head of Office of ﬁprhcam

| heraby autbibrize Miris

for Ener
the coriiplete
assotiared Kiz
he/she has blen advisad
srmergency.

Date ) ..
Place :

Office

& Emai]

' , amployed in this Organization, t© apply
yptiog Cartiticate

from NIG-CA. Tt s furiher certified that & Policy/Procadure is in plnc which describeg
process for Encryption Key Pair Generstion, Baclkup Procedire, safe-kee pmg f Backups and
3y Recovery Procedures, The conseruances of loss of the key have heen-explained o the user and
I about securing the key.and malking it a\/allcbie to rolev*m thont\eb in case of

(Signature of Officer with stamp of Qrg./Office)
Name of Ofticar with Designation:

[

Forwarded by 810 1 NIC Coordinator
(Only for Clags-2 & Class-3 Certificate)

(Signaturs of 310 /MC Coordinator}
; Nama: ... e IR

Date: e, e
, ' _ Office Seal:

This form is to be forwarded to ihe respective RA Office of MIC-CA
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bodies, \Jovprrunenl reyistered Companies

I\HCL/-\ |)lf:‘:lela usacs of -.jn’ﬁ(;ial :~n.C|l sDA
d one copy of D quast form, duly sianed ang
o ratain a copy of the same. for filing Al

“/.

The iorwvarg assed at MC-CA o
Srae Jsér-id, ¢ m/m* and J}e » ronlc for the applicant is oreg
' i for G0 rievﬁ {ie., applicant has io gensraie

3 Viglling which, user is required to submii
itis very m‘ﬁonam {0 t<m 3 the private key securely.

if the 'JH\"”L key is com womwﬁm. a?ph carm should mine dlat’*!y inferm i 'IC CA office by phene 015-
2 AL nic.in and Loy

roal

IO /-\CU‘

5 the wei

sompliant smart o
afty -‘mpi" for antering pe :
g the nassphrase as 1 epeated incerrect antries may ek e
: fequired o unblock the r.'ievvi(;”
ﬂ"l[ td '.Jl\"—n ox/

<2

iim 7('-'3}"7 D Iﬂb'&l"” of insorrect

_;J

svef and usage of D50 a4

tficare;
2 Lavel: Provid

minimum level of assurance, subserz entity 13 provad anly with im-ln of
{ Name ~ON and hence provides limilerd assurance of ine idenmw

isage: quﬂll“f] cerlificaie Drimarily be used for signing '\erpmdl BME]
(28 o hﬂ used for encrypting i amails and ,cl certificate is usad o
Pon"nrm’m@auom rhmuun the use of secure socket layer {35L).

2/is

a,&?Lg;(iry] lssued to the Individual from Gowt., PSt ’/btaw(ow Bodies, Government Registered Cor npanias
and-Web Servers/Servers within NIC domain '

Class-2 Terificae: ,

we Lavel: Provides higher fevel of assurancs x,onnrmmq he details submitted in the DSC

Form, inciuding phatograph and decumeritary proof in rescect of at least one of the identification
l

1

of L 76&{',16: in addition o th
g may also be used for uiC_)

er authentication, Smart
/Pl'mﬂn,e applications,

&= *;)rff lssued fo the Individual from Govi., PSI iStatutory Bodies, Government Fegisiered Companias
and Web mr\mr"" 8rvers in open domain.

i

nciass | ihe olass I Signing

fcalion for VPN Client, web form
Hgning invalved in e-procurament/ a-

‘suggested usage' mention
signing, sede signing, aut
rd Lagon, singla sig

V=]

@
(5]
~,
CII
Ca

DCHQ((-’ rescd

umdr,\ 1 BVl Provides highest level of assurances, aq \/(Ariﬁ;aiiw nroca
> of nama of ¢ m)r,m/ i such as Governmen
unrmmm and o shicant’s identity auihor
3 QveRrn wnu‘l“ I/' vidutonomous bodies/ Government rey th-~d
2rin vaddmun o the suggesied usage’ mentioned in clas:
cer /rJIl"’ may alse be used for digital signing for dis charging his/her duties as par
Classt3 ,,ncmmun cetlificate may also be used o ancryplion requirement as oer |
ci’ 7 lzsued o individuals from Govpmmnm anfities/Head of the Institutions.

is very :‘u xnwm roves

sl ﬂ[hHlibS.

, Tlass-3 signing
cial designation.
fisiher official capacity.
Slatutorv/Autanomous




Page.5

Ld Avserial number 8 of Request Form for DSC relating to ‘e-mail of the sy bseriber”,

he officar has to ndicaie the e-mail id providea by the MIC.

L3, At 51 No. 10 refating to 'Tdentification Details’ of the Request Form for DSC, the
officer can give zither his employee (D as given in the GOl Civil st or his PAN
number.:

. Ld At SL (Mo. 11 relati ing to ‘Cerdficate Subject Details’ of the Request Form for DSC,

|
!
the officdr has to indicate the following:

i
|
i

Urganisation : All India Service
|
Urganisational Unit [AS
Stote : NMame of the allotted State

City ; New Dethi- 110001
i

i
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