F.No. J-21011/1/2016-e-Goyv.
Government of India
Ministry of Water Resources, RD & GR
(e-Governance Cell)

Shram Shakti Bhe\tyyan, Rafi Marg,
New Delhi, dated the 2.)"September, 2016.

All Head of Attached Offices/ Subordinate Organizations under the Ministry.
Subject:-Adoption of e-Pramaan: Framework for e-Authentication - Reg.
Sir,

I am directed to forward herewith a D.O. letter No. 3(60)/2012-EG 1I (Vol-I) dated
05.09.2016 received from Joint Secretary, Department of Electronics and Information
Technology, Ministry of Communications and IT and to convey that e-Pramaan, a framework for

e-Authentication, has been developed by Ministry of Electronics and Information Technology
(MeitY).

2. It is therefore, requested to explore the feasibility to adopt and implement e-Pramaan in

your Organization. C-DAC, the Nodal agency for implementation of e-Pramaan has been advised

to provide support for integration of e-Pramaan. For any clarification and support Dr. Padmaja
- Joshi (email: padmaja@cdac.in), Joint Director, C-DAC may be contacted.

Encl:- As Above

Yours faithfully,

o

T .

(S. K. Kataria)

Under Secretary to the Government of India
Ph:- 011-23716928

Copy to :-

1. All Wing Heads in the Ministry.
Q/M./ NIC Cell for uploading on IntraMoWR.

N

-



HIRC TP
GOVERNMENT OF H\DI/\ 5

T SR
MINiSTRY OF (‘Ol\/l

goRifR ol e Tl \%{‘ITM
 DEPARTMENT OF ELECTRONICS AND
~INFORMATION TECHNOLOGY

sﬁaerﬁae TR/ ELECTRONICS NIKETAN
i “h“ﬂﬂq‘taﬂér / 6,C.G.0. COMPLEX

1% fewell /New Delhi-i10003 -
Website : www.de‘rty.gov.m

. HSept, 2016
W/Dated......,......g..'.' ..... p ............... _.

‘ umnax Sudhanshu
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Slotio Y 12436195 1/Fax: 24364743
D. O NO. 3(60)/2012"L,GII (Vol-D)

Subject Adoptlon of e~Pr‘1m‘1an Fl ‘lmework fm e—Authentlcatlon Reg

' Dear Sn/Madam

A The National e~ Govemance Plan (NeGP) of Goverriment of Indla aims to create the
¢ U’ﬂ) 'rrght governance and instititional mechanisms, the core mfrastructure and the pohcles in
- &\({* ~order to develop a ‘citizen centric and business centric enviorfiment for goverhance. As
Qrf ) part of this larger 1n1t1at1ve several government services are bemg provrded to’ cmzens
ooel ) lthrough electronic means. " The online . and, mobile based: delivery mechamsms have
generated the need. for electromcally authentrcatmg the 1dent1ty of the user so.that each )
‘service or scheme reaches its mtended receprent in & secure manner.

2. Inan endeavor to mcrease the trust of crtrzens in the onhne envrronment the Mmlstry
of Electronics and Informatron Technology . (MeitY), Government of India has’
conceptuahzed the - “¢-Pramaan: Framework ° for e-Authentrcatron” “Hon’ble MCIT
unveiled this frameiwork dunng the State IT Secretanes Conference held i in DeitY on 11th

_ \ M December 2012. e-Prathaan is envrsaged to provide a umform standard ‘based secured -
fb : [ /9/ " |authentication mechamsm for’ all government departments Wthh will be cost and time

gg,\)effectwe

Merty, through C-DAC a screntlﬁc soclety of Melty, has 1mp1emented e-Pramaan -
and has released: four levels of authentication (viz. Username-Password, One Time
assword (OTP) Drg:ttal Certificate and Fi inger print biometrics using Aadhaar serv1ces) :

e versmn also supports a role management Whrch provides partral authorization for the
ments havmg users of vanous categones .

4 The current versron of e—Pramaan has the followmg features:

R Electronlc standards based development A :
ii.  Provisions for Departments to choose authentscatlon chammg mechanisms - .
iii.  Strong multlfactor _authentication with éither Username-Password, One Time Password 4
' - '(OTP), Dlgltal Certlf“ cate or Aadhaar- based biometrics
"iv.  One Time Password (OTP) prowded through SMS/emasl/Mobxle App as desired by the
S user
V. Bi- dlrectlonal secure channel for communlcatlon between the. servrces and e-Pramaan
vi. . Single Sign On (SSO) for multiple government services
lexible Single Logout Facility for services/departments
ole based management support for the fi rst level authorlzatfon of users’ e
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cess to the authentic websit e users

X lntegratlon support mlava Dotnetmd PhP

111111111\/@3 i om counuy 1 requcst you o kmdly cldOpt the e~Pr‘1maan ﬁamewmk f01 user
mthcnncauon in your Mnnsz/ShLe for citizen centric services. C- DAC, the nodal
agency 1mplc—>mentmg the e-Pramaan_ framework on behalf -of MeitY, would assist in -
integrating your citizer intérface pmhl with e- -Pramaan for user authentication: In case of.

any. cl’uiﬁcauon and suppmt 1cqulred you may kmdly contact Dr. P'Ldmaja Joshi (Joint
D1recto1 CDAC Mumbal padmaja@cdac 1n) :

M\)'\n Wa“""'

4 Yours sinceyéiY‘; s
. o

Y 'S‘u_d‘ha'n‘sh:u) |

To

Secretaries bf'aii Central Goyt‘._DVepartmehfs B
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