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OFFICE MEMORANDUM

Subject: Mandatory use of Digital Signature Certificates (DSC) or e-sign for
electronically signing the eFiles- reg.

The undersigned is directed to refer to & forward herewith email dated 05.01.2024 received
from eOffice Project Division, NIC, MeitY on the above captioned subject.

2. It has been informed therein that in a meeting held under the chairmanship of Secretary,
DARPG with NIC on 02.01.2024, it is decided to make digital signatures mandatory for
signing eFiles. “SEND” only option will not be available from 15.01.2024 onwards. This
decision further has a reference of CSMOP which prescribes that “It is mandatory for all
officers of the rank of Dealing officers and above or equivalent to use Digital Signature
Certificates (DSC) or e-sign for electronically signing the eFiles” (refer Box - e.7.1 Page -
63 of CSMOP).

3. It is therefore requested to all officers dealing with eFile under DoWR, RD & GR and its
Organizations to get their DSC issued/ e-Sign registration completed before 15.01.2024. All
the officers who do not have DSC with them may kindly fill the attached form and send
(physical copy) it to GA Section along with supporting documents (copy of Office ID card and
Aadhar Card).

4. Officers having DSC or pending e-Sign registration may contact NIC-DoWR for completion
of the same by 15.01.2024. User manual for e-Sign registration is attached for reference
please.

Encl: as above Signed by Mahesh Kumar
Kashyap
Date: 08-01-2024 17:07:45
Reason: Approved
(Mahesh Kumar Kashyap)
Under Secretary (e-Gov/IEC)
Tel: 011- 23766944

To
All the officers dealing with eFile under DoWR, RD & GR and its Organizations

Copy for information to :Sr. PPS to Secretary(WR, RD & GR)/PS to DG(NMCG)/PS to
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MD(NWM)/Sr.PPS to JS(Admin, IC & GW)/PPS to JS(RD&PP)/PPS to JS & FA.



Authorization Letter by Govt. Organization
(TO BE PRINTED ON THE LETTERHEAD ONLY)

To,

Professional Digisign Private limited

Office No. 238, F P 493, Patil Plaza,

Mitra Mandal Chauk, Pune, Maharashtra, 411009

Sub: Authorization for obtaining E-KYC & Digital Signature Certificate
Dear Sir(s) / Madam (s):

With subject to the following Employee have applied for E-KYC & Digital Signature Certificate
the details are as under.

Organization Name:
Department Name:
Organization address:

Applicant Name Designation. Employee Code/Employee ID
No.

We declare that the above (employee or employees) are alive and are authorized signatories of
the Organization.

They are authorized to approve signatures of other employees in our department and
Organization.

The above information submitted is correct as per my knowledge.
For the Organization,

Signature with Seal of Org/Dept.
Authorizing Person Name:
Designation:

Mobile No. :

Date&Place :




Email https://email.gov.in/h/printmessage?id=C:-112141&tz=Asia/Kolkata&xim=1

Email eGovernance Cell

[Mowr-sections] Fwd: Important - Mandate for Digital Signatures in eFile_ DoWR

From : Ashish Pandey <eoffice-mowr@gov.in> Fri, Jan 05, 2024 06:11 PM
Subject : [Mowr-sections] Fwd: Important - Mandate for Digital #21 attachment

Signatures in eFile_ DoWR
To : Debashree Mukherjee <secy-mowr@nic.in>

Cc : Subodh Yadav <js-mowr@nic.in>, Girish Kumar Tiwari
<gkt@nic.in>, mowr-divisionheads <mowr-
divisionheads@Ismgr.nic.in>, Chirag Bhatia
<chirag.bhatia@nic.in>, mowr-wingheads <mowr-
wingheads@Ismgr.nic.in>, mowr-sections <mowr-
sections@Ismgr.nic.in>

Respected Ma'am,
For your kind information please.

Regards,

From: "Priyanka Abrol" <tI7-eoffice@supportgov.in>

To: "Ajay Kumar Chhakara" <ak.chhakara@nic.in>, "Dalbir Singh" <dalbir.singh@nic.in>
Cc: "Seemantinee Sengupta" <ssengupta@nic.in>, "Manu Garg" <manugarg@nic.in>,
"SANJEEV SHRIVASTVA" <sanjeevs.edu@nic.in>, "Kapil Kumar Sharma"
<kapilks@nic.in>, "Sankalp Agarwal" <sankalp.agarwal@pnic.in>, "eGovernance Cell
CWC" <egovernance-cwc@gov.in>, "Ashish Pandey" <eoffice-mowr@gov.in>, "Sandeep
Kumar" <tI3-eoffice@nic.in>, "Rohan Yadav" <tl22-eoffice@nic.in>

Sent: Friday, January 5, 2024 5:31:35 PM

Subject: Important - Mandate for Digital Signatures in eFile_ DoWR

Dear Madam/Sir,

A meeting was held under the Chairmanship of Shri V. Srinivas, Secretary, DARPG with
NIC on 2nd January, 2024 at 10.30 AM in his Office, to review the status of e-Office.

After a detailed discussion one of the decision taken was to make digital signatures
mandatory for signing eFiles. This further has reference in CSMOP 2022 which prescribes
that "It is mandatory for all officers of the rank of Dealing officers and above or
equivalent to use Digital Signature Certificates (DSC) or e-sign for electronically
signing the eFiles" (refer Box - e.7.1 Page - 63 of CSMOP).

In view of this it is informed that the digital signatures will be made mandatory for

use in eFile application to sign and send notes, further the 'SEND' only option will be
removed.

1of 3 1/8/2024, 1:48 PM



Email https://email.gov.in/h/printmessage?id=C:-112141&tz=Asia/Kolkata&xim=1

The department is requested to ensure that every individual has eSign and/or DSC service
available for further use in eOffice. The necessary support for DSC/eSign registration may
be provided by the local eOffice support team and NIC unit at the department.

Any request received by NIC from Ministries/Departments for exempting them for use of
e-sign/DSC may be forwarded to DAR&PG for further consideration under intimation to
the referral Ministry/Department.

For more details, user and implementation guidelines document and the download
of Digital Signer Service (for DSC) may please visit https://docs.eoffice.gov.in/ and
click on 'DSC'. Kindly refer to the attached manual for steps to complete e-Sign user
registration with eFile application for users who have not registered yet.

The digital signatures for signing eFiles will be mandated on January 15, 2024
(Monday).

Tt | Regards

firir i | Priyanka Abrol

Saiiftew ufersr wm | eOffice Project Division

usfrr ge-foem s | National Informatics Centre

SoaTehT Te FaT enfieht ware | Ministry of Electronics and Information Technology
9 w@R | Government of India

7z

AZéd| Ka
Amrit Mahotsav

TqR | Regards

S 31T RIS THTT | eOffice Project Division

TSI G- g, I STe, Al fae IR T TR faURT | National Informatics
Centre DoWR, RD&GR

Tel : +91-11-23710312 - O, 9999424731 - M
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eSign Registration

User Manual

1 m Prepared by
National Informatics Centre
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A DIGITAL WORK PLACE SCLUTION

A

eSign 1n eOffice

eSign(Electronic Signature) Service is an innovative initiative for allowing easy, efficient, and secure
signing of electronic documents by authenticating signer using e-KYC services. With thisservice, any
eSign user can digitally sign an electronic document without having to obtain aphysical digital
signature dongle.

In eOffice users can apply electronic signature on eFile and Draft by authenticating themselves using e-
KYC services through OTP on registered Mobile Number.

eSign Registration

This section describes the process of registering your eSign, deactivate already registered eSign and view
history of eSign registration in eFile application.

Register eSign in eFile Application

This option will help user to register the eSign in eFile application

STEPS TO FOLLOW:

1. Click ‘Sign Registration’ module of eFile and then click ‘eSign Registration’. (Figure I).

C@fflcle eFile 734

ESIGN Registration DASHBOARD View RECEIPT Create »+ Inbox Sent  Advance Search Create m Sent  Advance Search 155! Sent Returned  Advance Search

T e e 251 e ey ey e e = . 1=
R = Y= l

01/05/2023  01/05/2023

21 =Sec
E 1148 H-11013/3/2021-Frocess Sa & RTI Matter Raj Kapoor, Process Section ppp— ppp—
24/02/2023  24/02/2023
A-13/3/2021-Proces: n a IS GTeT
£ 1139 M-13/3/2021-Process Sec Miscellaneous Matters Ra] Kapoor, Process Sectio, FReDY | e B
24/02/2023 247022023
E 1272 -18012/2/2021-Process Regarding Common Office services Raj Kapoor, Process Section
z D-18012/2/2021-Process Sec -garding 3] DEaTEM 0638 P B
E 1145 G-31/1/2021-Dir Budget Estimate File Raj Kapoor, Process Section /om0 R
- e == . : = 0228PM  02:29PM ;

17/02/2022  17/02/2022

E 138 D-12/1/2021-Process Sec Central Government Health Scheme File Raj Kapoor, Process Section 02:57 PM 02:57 P
Register for Signing i1/2021-Process Sec Parliament Matters-2021 Raj Kapoor, Process Section (‘jz‘;:f;m ;; ?;’;8‘22
P11/2/2021-Process Sec National Skill Development Action Plan Raj Kapoor, Process Section 9?’2;’;:2’:22 ?i?i:,azz B
n
1/2021-Dir & Foreign Exchange Budget-2021-22 Raj Kapoor, Process Section 21_’?;’;:22 g:"?;’;aﬂ B
Total Records: 8 «|[<|[ 2] [»][1a[~]
https://training.coffice.gov.in/efileT/&/redirectTredirectURL=c2InbmluZy9lc2Inbi 1yZWdpc3Ry YXRpb24 B copyrignt © 2022, designed and developed by NIC

Figure 1

Note:

User can directly access eSign Registration pageby Clicking on eSign Registration link in Quick Access
menu bar.

Copyright © NIC, 2023
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2. Click ‘Register eSign’ action button. (Figure 2).

i ) -
eFile 730 » @ n Vikram Mishra
ADIO-LDV-ARP-VM-MMP DIVISION

Dashboard ~ View RECEIPT Create ¥  Inbox Sent  Advance Search Create  Inbox Sent  Advance Search ISSUE Sent  Returned  Advance Search
Registered eSign Register eSign

H§ Mo Record|(s) Found

LRI TS - S

Figure 2

3. Select ‘T Agree’ check box in the Consent for using UID Token for eSigning and Consent for
Authenticationin agreement popup. (Figure 3).(Providing both the consent is mandatory for eSign
Registration.)

eSign Agreement

Consent for using UID Token for eSigning Consent for Authentication

National informatics Centre National informatics Centre
| hereby state that | have no objection in extracting my UID token from the XML response received | hereby state that | have no objection in authenticating myself with Aadhaar based authentication
from the issuance of Digital Signature Certificate (DSC) from this specific transaction. system and consent to providing my Aadhaar number, Biometric and/or One Time Pin (OTP) data
| hereby further state that | have no objecticn in using this UID token for subsequent eSigning, for Aadhaar based authentication for the purposes of availing of the nic-eSign Gateway
along with my Security Number *** which is last 3 digits of Aadhaar(as shown in image below) as from Ministry of Electronics & information Technology (MeitY) . | understand that the
additional security measure, Biometrics and/or OTP | provide for authentication shall be used only for authenticating my
| understand that National Informatics Centre shall ensure security and confidentiality of my identity through the Aadhaar Authentication system, for obtaining my e-KYC through Aadhaar
personal identity data and UID token for the purpose of eSigning. e-KYC service and for the issuance of Digital Signature Certificate (DSC) for this specific transaction
and for ne other purposes. For the creation of DSC, | understand that the options that | have
chosen are the ones that shall be populated in the DSC generated by the CA and | provide my
 ouE g consent for the same. | also understand that the following fields in the DSC generated by the CA
7/ GOVERNMENTOFINDA . are mandatory and | give my consent for using the Aadhaar provided e-KYC information to

populate the corresponding fields in the DSC.

Name XXXX
DOB: XX-XX-XXXX
Gender: XXXX

+ Common Name (name as obtained from e-KYC)

« Unigque Identifier (hash of Aadhaar number)

= Pseudonym (unique code sent by UIDAI in e-KYC response)

« State or Province (state as obtained from e-KYC)

+ Postal Code (postal code as obtained from e-KYC)

+ Telephone Number (hash of phone as obtained from e-KYC)
I understand that Ministry of Electronics & Information Technology (Meity) __ shall ensure
security and confidentiality of my personal identity data provided for the purpese of Aadhaar
based authentication.

| Agree

Cancel

Figure 3

4. Click OK. (OK button get functional upon agreeing on both the consent form)

5. Select Aadhaar Number, Virtual ID or UID using radio button and enter the details as per
selection. (Figure 4).

Copyright © NIC, 2023
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|9)

bl Digital India
Ministry of Electronics and Power To Empower
Information Te

Government of India

You are currently using C-DAC eSign Service and have been redirected from

oy Hastakshar
G
C-DAC's eSign Service

CDAC's e-Sign Service

View Document Information

I@ Aadhaar Number (O Virtual ID O UID Token | Get Virtual ID
= @
| @ Aadhaar TOTP (O Aadhaar OTP I How to generate TOTP?

a,

| hereby state that | have no objection in authenticating myself with Aadhaar based authentication system and consent to
providing my Aadhaar number/VID/UID Token and One Time Pin (OTP)/Time-based One Time Password (TOTP) data for Aadhaar
based authentication. | understand that the OTP/TOTP | provide for authentication shall be used only for authenticating my identity
through the Aadhaar Authentication system and for obtaining my e-KYC through Aadnaar e-KYC service only for the purpose of

esigning.
P Listen to Consent

o [

Figure 4

6. Select Aadhaar OTP using radio Button. (Figure 4)

Note:

= In case of selecting Aadhaar TOTP, provide TOTP (Time based One Time Password), Select the
consent check box and click ‘Submit’.
» To know how to generate TOTP, refer Appendix I1.

7. Click ‘Get OTP’ to receive OTP on registered mobile number. (Figure 5).

)

Digital India
Ministry of Electronics and Power To Empower
Information Technology

Government of India

You are currently using C-DAC eSign Service and have been redirected from

3y Hastakshar ro
©etmarn™

C-DAC's oSign Service
CDAC's e-Sign Service
View Document Information
@® Aadhaar Number (O Virtual ID O UID Token Get Virtual ID
B | eeeesececees @

(O Aadhaar TOTP @ Aadhaar OTP How to generate TOTP?

EN Enter Your Aadhaar OTP

=3~

Figure 5
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8. Enter the OTP. (Figure 6). (This OTP is valid for 10 minutes only)

% Digital India

=
Ministry of Electronics and Power To Empower
Information Technology

Govemment of India

)

You are currently using C-DAC eSign Service and have been redirected from

>y Hastakshar (o
Cie”
C-DAC's eSign Service

CDAC'’s e-Sign Service

View Document Information

@ Aadhaar Number (O VirtualID O UID Token Get Virtual ID
............ @

Aadhaar TOTP Aadhaar OTP How to geperate TOTP?.

1 hereby state that | have no objection in authenticating myself with Aadhaar based authentication system and consent to
providing my Aadhaar number/VID/UID Token and One Time Pin (OTP)/Time-based One Time Password (TOTP) data for Aadhaar
based authentication. | understand that the OTP/TOTP | provide for authentication shall be used only for authenticating my identity
through the Aadhaar Authentication system and for obtaining my e-KYC through Aadnaar e-KYC service only for the purpose of

esigning
P Listen to Consent s R4
OTP has been sent to mobile number <******* 5919>
Cancel ‘ Not Received OTP? Resend OTP

Figure 6

9. Select the consent check box and click ‘Submit’ to register eSign. (Figure 6).

Note:

In case of eSign data mismatch with eOffice data i.e. Name, Year of Birth and Gender,eSign
Registration Popup will be displayed along with option to ‘Proceed’ or ‘Cancel’ eSign Registration.
(Figure 7).

In order to proceed with data mismatch select ‘I agree to continue registration with the above details
mismatch’ check box and click Proceed button.

If you proceed with mismatch data, Exclamation mark (!) will be marked against eSign icon in eFile.
Refer Appendix I.

Kindly contact eOffice Admin to update your eOffice User Details (Name/Year of Birth/Gender)as per
your eSign certificate details (Aadhaar details).

In Case user wants to make changes in his/her Aadhaar details, kindly visit UIDAI website
(https://uidai.gov.in)

Copyright © NIC, 2023
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eSign Registration

The user details in eSign certficate differs from the details available in eOffice. If u wish to proceed
with this, the mismatch will be denoted by a exclamation mark = against your eSign in eFile notes.

eOffice User Details eSign Details

Name KapilKumarSharma RubyGoel
Year of Birth 1968 1990
Gender F F

| agree to continue registration with the above details mismatch.

Cancel

Note: Kindly contact eOffice Admin to update your eOffice User Details (Name, Year of Birth or
Gender) as per your eSign details .In case user wants to make changes in his/her Aadhaar details
kindly visit Uidai website(https://uidai.gov.in).

Figure 7

Once registered, user can view details of registered eSign on Registered eSignlist page along with
option to De-Register and view registration history of eSign. (Figure 8)

@ —~ @ en~ 0 ?
S ed
=R
dO
F . ) 1610612022 ~ y -
1 1983 Vikram Pratap Mishra 0321 21 Vikram Mishra, eOffice MMP Division AR i)

:

N

:

M

Figure 8
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Deactivate eSign in eFile Application

This option is used to deactivate already registered eSign in eFile application.

Important Points:

v eSignmusthave registered in eFile application.

STEPS TO FOLLOW:

1. Click ‘Sign Registration’ module of eFile and then click ‘eSign Registration’. (Figure 9).

eFile 734 ‘3 [ n Scmaamsmgh

ESIGN Registration DASHBOARD View RECEIPT Create » Inbox Sent  Advance Search ALE Create m Sent  Advance Search ISSUE Sent Rewrned  Advance Search

Receive = Send | SendBack MoveTov | CremeVolume CremePart  Park | Cosew | 7 | 1n n
D ST Ty l

01/05/2023 01/05/2023

1148 H-11073/2/2021-Frocess Sex p/ RT| Matter Raj Kapoor, Process Section 04:57 PM 04:57 PM
24/02/2023  24/02/2023
J13/3/2021 Proces T = . Process Section
E 1133 M-13/3/2021-Process Sec Miscellaneous Matters Raj Kapoor, Process Sectiof 06:39PM  05:40 PM
24/02/2023  24/02/2023
E 1272 -18012/2/2021-Process Regarding Common Office services Raj Kapoor, Process Section
2 D-16012/2/2021-Process Sec garding I 06:37PM  06:38 PM
. . . N . . 31/03/2022  31/03/2022
E 1145 G-31/1/2021-Dir Budget Estimate File Raj Kapoor, Process Section B"

02:28 PM 02:29 PM

17/02/2022  17/02/2022

D-1271/2021-Process Sec Central Government Health Scheme File Raj Kapoor, Process Section 02:57 Ph 0257 P

17/02/2022  17/02/2022

Register for Signing 1/2021-Process Sec Parliament Matrers-2021 Raj Kapoor, Process Section T R

02/02/2022  02/02/2022
12:38 PM 12:38 PM

7 . » R 3401/2022 3170172022
» eSign Registration 1/2021-Dir ¢ Foreign Exchange Budger-2021-22 Raj Kapoor, Process Sectio ey B

Total Records: 8 <@ CIE)0e]v]

https://training.eoffice.gov.in/efie?/#/redirectiredirectURL=c2InbmiuZylc2Inki 1yZWdpc 2Ry YXRpb24 K copyright @ 2022. designed and eveloped by NIC

2/20271-Process Sec Mational Skill Development Action Plan Raj Kapoor, Process Section

Figure 9

Note:

User can directly access eSign Registration pageby Clicking on eSign Registration link in Quick Access
menu bar.

2. Click ‘Deactivate’ icon in the action column. (Figure 10).

. 129 :
eFile 730 - 9 n Viam Mishra
=] ADIO-LDV-ARP-VM-MMP DIVISION

RECEIPT Create» Inbox Sent  Advance Search Create  Inbox Sent  Advance Search ISSUE Sent  Returned  Advance Search

16/06/2022 -
0321 BM Vikram Mishra, eOffice MMP Division Deactivate =5
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Figure 10
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3. Provide mandatory Remark in eSign Deactivate popup.(Figure 11).

Figure 11

4. Click ‘OK’ to Deactivate registered eSign. (Figure 11).

View eSign Registration History

This option is used to view history of registration of already registered eSign in eFile application.

Important Points:

v’ eSignmusthave registered in eFile application.

STEPS TO FOLLOW:

1. Click ‘Sign Registration’ module of eFile and then click ‘eSign Registration’. (Figure 12).

ESIGN Registration DASHEOARD View RECEIPT Create + Inbox Sent  Advance Search FLE Create m Sent  Advance Search ISSUE Sent Remrned  Advance Search

Receive Send Send Back | MoveTo~ | Create Volume | Create Part Park Close~ - File View (SELF) —Sele‘t User -
DIIMI__MMI

01/05/2023  01/05/2023

H 2
E 1148 -11013/3/2021-Process Sac & RTI Matter Raj Kapaor, Process Section i g
24/02/2023 24/02/2023
E 1139 A-13/3/2021-Proces! Miscellaneous Matters R3j Kapoor, Process Section
M-13/3/2027-Process Sec ]| | 06:39 PM 06:40 PM
24/02/2023  24/02/2023
E 1272 -18012/2/2021-Process Sec Regarding Common Office services Rsj Kapoor, Process Section
- BB 22202  Process S gereing B 0637PM 0533 PM
E 1145 G-31/1/2021-Dii Budger Estimate Filt Raj K Pi S D0m STbRR0Z D
G-31/1/2021-Dir iget 3 r, Process Section C
5 r udger Estimate File j Kapoor, Process Sectio P F

177022022 17/02/2022

-12/1/2021-Process Sec " n 1 5 r, Process Section -
D-12/1/2021-Process Seq Central Government Health Scheme File Raj Kapoar, Process Sectio 02:57 PM 02:57 P

17/02/2022  17/02/2022

Register for Signing f1/2021-Process Sec Parliament Matters-2021 Raj Kapoor, Process Section 0255 B 0255 BM

02/02/2022  02/02/2022

W11/, Brocecs & tion nt Acti n . - Process Section
12 rocess Sec Mational Skill Development Action Pla Raj Kapoor, Process Sectio 1235 P 12:32 P

Bulk DSC Deactivation

. : 310142022 31/01/2022 -
- - ST S Eorion SIS .  Process Section
1/2021-Dir & Foreign Bxchange Budget-2021-22 Raj Kapoor, Process Sectio 0118PM 0118 PM =1]

Figure 12
Note:

User can directly access eSign Registration pageby Clicking on eSign Registration link in Quick Access
menu bar.
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2. Click ‘eSign Details’ icon in the action column. (Figure 13).

1 Vikram Mishra
730
_“ eFile e n ADIO-LI

DV-ARPVM-MMP D

Dashboard  View RECEIPT  Create’ Inbox = Sent  Advance Search Creatz | Inbox S Advance Search ISSUE Sent Retumed  Advance Search
Registered eSign
E§ 16/06/2022
o B o s
1 1989 Vikram Pratap Mishra 0321 oy Vikram Mishra, eOffice MMP Division
]

RN B B P

Figure 13

Registration Details of eSign will be displayed in popup. (Figure 14).

Details

Certificate Type eSign

User Name Vikram Pratap Mishra

Year of Birth 18

Enrolled By Activation Date Deactivated By

Vikram Mishra, eOffice MMP Division 16/06/2022 03:21 PM

Vikram Mishra, eOffice MMP Division 15/06/2022 04:34 PM Vikram Mishra, eOffice MMP Division 16/06/2022 02:31 PM
Vikram Mishra, eOffice MMP Division 15/06/2022 04:30 PM Vikram Mishrs, eOffice MMP Division 15/06/2022 04:33 PM

Vikram Mishra, eOffice MMP Division 15/06/2022 03:41 PM Vikram Mishra, eOffice MMP Division 15/06/2022 04:27 PM

‘«H(‘u‘)”»‘

Figure 14
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Appendix I

Significance of different marks on eSign Icon

Tick Mark on eSign Icon

Tick mark will be displayed against eSign Icon when signature is valid and the certificate details matches
with user details present in eOffice. (Figure 15)

H 5 128 Vikram Mishra
@@fflCe eFile 730 L (2] n ADIOVLDVVA"ARPVVI.’L:\RN:F‘ DIVISION

Dashboard ~ View RECEIPT Create » Inbox Sent Advance Search FILE Create  Inbox Sent Advance Search ISSUE Sent  Returned  Advance Search )

12 Movement = Details = Create Part | Action Details Link Files = Attachw = PullBack PullBack = PullBack PullBack PullBack PullBack = PullBack PullBack PullBack Pull Back 0! =
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Figure 15

Clicking on eSign will display user eSign Certificate Details in popup. (Figure 16)

eSign User Certificate Details:

« Signature is valid and the certificate details matches with user details present in eOffice.

User Certificate Details:

Issuer Mame : C-DACCA 2014

Certificate Name :

Certificate YOB :

Certificate Gender : M
Email :

Locality :

State : Delhi

QOrganization Unit :

Organization : Personal

Country : India

Valid Upto : 10/06/2022 01:08 PM

Serial No. : 2BBF46508DFEA2T7923C131D5ACBEF46509013B08

eOffice Name :

eOffice Gender : M

Figure 16
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Exclamation Mark on eSign Icon

Exclamation mark will be displayed against eSign Icon when signature 1s valid but the certificate details
(username, gender or year of birth) don’t match with user details present in eOffice. (Figure 17)
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Clicking on eSign will display user eSign Certificate Details in popup. (Figure 18)

aSign User Certificate Details:

@) signature is valid but the certificate details (username, gender. YOB) don’t match with user details (username, gender, YOB) present in eOffice.

User Certificate Details:

Issuer Name: C-DACCA 2014

Certificate Name :

Certificate YOB :

Certificate Gender : M

Email :

Locality :

State : Uttar Pradesh

Organization Unit:

Organization : Personal

Country : India

Valid Upto : 15/06/2022 04:46 PM

Serial No. : 57619F0FB38A04D242E6BDCBO57619F123A266

eOffice user Details:

eOffice Name :

eOffice Gender : M

Figure 18
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Cross Mark on eSign Icon

Cross mark will be displayed against eSign Icon when signature is invalid. (Figure 19)
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Clicking on eSign will display user eSign Certificate Details in popup. (Figure 20)

eSign User Certificate Details:

A signature is invalid

User Certificate Details:

Issuer Name : C-DACCA 2014

Certificate Name :

Certificate YOB :

Certificate Gender : M

Email :

Locality :

State : Uttar Pradesh

Organization Unit:

Organization : Personal

Country : India

Valid Upto : 15/06/2022 04:46 PM

Serial No.: 57619F0FB38A94D242E6BDC8057619F123A266

eOffice Name:

eOffice Gender : M

eOffice YOB : 2004

Figure 20
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Appendix 11

Generate Aadhaar Based TOTP (Time based One Time Password)

For New Users
1. Download the mAadhaar app from play store.
Create your profile on mAadhaar.
After making your profile on mAadhaar, you will be able to see your Aadhaar card on mobile.
Verify your Mobile Number by clicking on Verify Email/Mobile service on mAadhaar app.
Click on My Aadhaar icon to see Get TOTP option for generation of TOTP.
Click on Get TOTP on the My Aadhaar screen for generation of Aadhaar TOTP.
Then you will see a unique 8 digit code which will be valid for 30 seconds.

You can use that code (TOTP) instead of OTP.

© N oo g &~ w D

For Already Registered Users
Open mAadhaar app on your mobile.

Click on My Aadhaar icon to see Get TOTP option for generation of TOTP.

1.
2.
3. Click on Get TOTP on the My Aadhaar screen for generation of Aadhaar TOTP.
4. Then you will see a unique 8 digit code which will be valid for 30 seconds.

5.

You can use that code (TOTP) instead of OTP.

Copyright © NIC, 2023
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Appendix III

Use eSign to put signature on file

To put signature on noting in a file using eSign, user just need to forward a file using eSign and Send
action button.

1. Go to file Send page using Send or Send Back action.
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Figure 21

2. Click eSign and Send button and select with OTP or With Fingerprint.

Note:

= eSign and Send action button will get active only when eSign is registered in eFile application and
user has been selected to whom file needs to be forwarded.

In case when user’s eSign is valid but the eSign certificate details (Username/Gender/ Year of Birth)
don’t match with eOffice user details(Username/Gender/Year of Birth), an eSign mismatch
confirmation popup will appear. (Figure 22).
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eSign Mismatch Confirmation

Figure 22

Note:

*  You may proceed with the eSign with mismatch data by clicking on ‘Proceed with this eSign’.
Select the check box if you don’t want to see this message again in popup, but this action is

Consent for Authentication
National Informatics Centre
| hereby state that | have no objection in authenticating myself with Aadhaar based authentication system and consent
to providing my Aadhaar number, Biometric and/or One Time Pin (OTP) data for Aadhaar based authentication for the
purposes of availing of the nic-eSign Gateway __ from ___Ministry of Electronics & Information Technology
(MeitY)__.|understand that the Biometrics and/or OTP | provide for authentication shall be used only for
authenticating my identity through the Aadhaar Authentication system, for obtaining my e-KYC through Aadhaar e-KYC
service and for the issuance of Digital Signature Certificate (DSC) for this specific transaction and for no other
purposes. For the creation of DSC, | understand that the options that | have chosen are the ones that shall be
populated in the DSC generated by the CA and | provide my consent for the same. | also understand that the following
fields in the DSC generated by the CA are mandatory and | give my consent for using the Aadhaar provided e-KYC
information to populate the corresponding fields in the DSC.

+ Common Name (name as obtained from e-KYC)

* Unique Identifier (hash of Aadhaar number)

* Pseudonym (unique code sent by UIDAI in e-KYC response)

« State or Province (state as obtained from e-KYC)

* Postal Code (postal code as obtained from e-KYC)

* Telephone Number (hash of phone as obtained from e-KYC)
| understand that Ministry of Electronics & Information Technology (MeitY) __ shall ensure security and
confidentiality of my personal identity data provided for the purpose of Aadhaar based authentication.

Enter last 3 digits of your Aadhaa

of your Aadhaal ove, you agree to pri ng the consent for authel

3. In eSign Agreement popup, enter the last there digit of your Aadhaar (Figure 23). As a result,
checkbox for Consent for Authentication get checked automatically.

4. Click OK. (Figure 23)
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Note:
= In the consent checkbox should be checked only on entering of last 3 digits of Aadhaar. Only then
OK button will be enabled.

5. Select Aadhaar OTP using radio Button. (Figure 24)

Note:

e In case of selecting Aadhaar TOTP, provide TOTP (Time based One Time Password), Select the
consent check box and click ‘Submit’.
o To know how to generate TOTP, refer Appendix I1.

7. Click ‘Get OTP’ to receive OTP on registered mobile number.
8. Enter the OTP. (Figure 24). (This OTP is valid for 10 minutes only)

9. Select the consent check box and click ‘Submit’ to eSign and Send the File.

= - "
- Digital India
Minisiry of Electronics and Power To Empower
nformaton Tacmnoiony
Govarmentol

You are currently using C-DAC eSign Senice and have been redirected fram
Gl—u;t;\-‘éni\’z

C-DAC's oSign Service

CDAC's e-Sign Service

View Document Information

Aadhaar Number  Virtual ID UID Token Get Virtual ID
= @
® Aadnaar TOTP How o generate TOTP?

@, | Enter Your Aadhaar TOTP

[ 1 hereby state that | have no objedtion in

B Listen to Consent SRS

oot

2 C-DAC. Al rights ed | W wned and maintained by: Centre for Development of Advanced Computing (C-DAC)

Figure 24
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